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Abstract
The increasing use of messaging applications such as WhatsApp for both social and personal
purposes has determined an increase in the widespread use of these technologies, even in
healthcare. A growing number of healthcare professionals have adopted WhatsApp in their
daily work in order to share information with peers and patients. Past research has highlighted
the advantages and disadvantages of WhatsApp usage in healthcare settings; in particular
two positions appear to coexist in the scientific debate: those that expose and underline all of
the positive aspects of the phenomenon, and those which also highlight the negative aspects,
linked in particular to the clinical risks for patients, data security and privacy protection. The
main objective of this study was to assess if and how individual and organizational determi-
nants can trigger or inhibit the use of WhatsApp in a hospital setting, and which variables
managers can exploit to guide professionals’ behaviors. Data were collected through a survey
administered to physicians and nurses in an Italian University Hospital in Rome; a total of 191
high-quality responses were received. The results show that WhatsApp is widely used in the
Hospital, and that its use is mainly due to the perception of numerous advantages and bene-
fits reported in clinical practice. Moreover, an interplay exists between organizational and indi-
vidual factors in determining the use of WhatsApp between healthcare professionals and with
patients. In particular, individual factors play a key role as determinants of the use of What-
sApp; healthcare professionals use this technology mainly based on its perceived usefulness.
Instead, organizational factors play a secondary role; they do not have a direct influence on
the use of WhatsApp, but always act through individual factors. This study is the first to analy-
ses the influence of individual and organizational determinants of WhatsApp usage in the
hospital setting, and provides hospital managers with important information in order to man-
age this phenomenon and implement adequate strategies to exploit its potential increase.
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Introduction
The increasing use of messaging applications such as WhatsApp for both social and personal
purposes has determined an increase in the widespread use of these technologies in healthcare
[1–6]. A growing number of healthcare professionals have adopted WhatsApp in their daily
work in order to share information with peers and patients [7–11]. Past research has highlighted
the advantages and disadvantages of WhatsApp usage in healthcare. In this regard, two posi-
tions appear to coexist in the scientific debate: those that expose and underline all of the positive
aspects of the phenomenon [6–16], and those which highlight the negative aspects, linked in
particular to the clinical risks for patients, data security and privacy protection [8,16–21].
Some of the main advantages of using WhatsApp in healthcare are as follows: improvement
of communication [22]; no requirement for a computer [23,24]; time saving [6,15]; possibility
of an immediate response [20,25]; improvement of surgery performance and reduction of con-
sultation time [25,26]; smoothing of hierarchy [8]; and the encouragement of junior doctors to
seek help and improve the team perception of effectiveness [19]. On the other hand, existing
risks or disadvantages have also been reported: increase in workload, disparity in the sense of
urgency, worsening of professional relationships and risk of unprofessional behavior [18];
need to stay online 24 hours a day; impossibility to print a record of the chat; clinical informa-
tion not being included in medical records; difficulty identifying patients in chats [16,19]; pos-
sible issues of privacy and data protection [20]; and the risk of reducing the autonomy of
junior doctors [8]. Despite the many benefits, WhatsApp is used by professionals without
political strategies, so it is necessary to develop guidelines for its usage by interdisciplinary
groups and for communication between patients and professionals [27]. Hospitals are increas-
ingly looking to evaluate the impact of WhatsApp usage on care delivery [11]; however, there
is still very limited evidence regarding if and how individual and organizational determinants
can trigger or inhibit such phenomenon.
The main objective of the study is to assess if and how individual and organizational deter-
minants can trigger or inhibit the use of WhatsApp in a hospital setting, and which variables
managers can exploit to guide professionals’ behaviors. In particular, the following research
questions have been investigated:
• In what way is WhatsApp used in hospital settings by physicians and nurses with patients
and between colleagues?
• Which are the main perceived benefits and threats concerning the use of WhatsApp in a hos-
pital setting by physicians and nurses?
• Which are the determinants (individual and/or organizational) of the use of WhatsApp in a
hospital setting?
• Is there an interplay between individual and organizational determinants?
Theoretical background
In order to evaluate the interplay between individual and organizational variables, it was nec-
essary to create a theoretical model that could explain this phenomenon (Fig 1). In particular,
we drew inspiration from two well-established and respected theories:
• Technology Acceptance Model (TAM): that has been widely used in the last decades in health-
care in order to understand what leads people to accept or reject information technology
[28, 29];
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• Institutional Theory, which explains how “institutional”–in our case, “organizational”–forces
shape organizations and professionals’ behaviors [30–32].
These theories are introduced briefly in the followings.
Technology Acceptance model. The TAM theory was introduced for the first time by
Davis in 1989 [28]. The main problem raised by the author was understanding what leads peo-
ple to accept or reject information technology. In this regard, two explanatory factors have
been identified: the perceived usefulness and the perceived ease of use. Perceived usefulness
measures “the degree to which a person believes that using a particular system would enhance
his or her job performance” [28], and therefore induces individuals to use technology as it
allows them to obtain better results. On the other hand, the perceived ease of use measures
“the degree to which a person believes that using a system would be free of effort” [28, 29] and
induces the potential users to adopt a certain technology since it requires low energy expendi-
ture. TAM adopted these explanatory factors from other previous theories, in particular, the
Theory of Reasoned Action (TRA) and the Theory of Planned Behavior (TPB). In the last
years, TAM has undergone a number of modifications that resulted in different models, such
as TAM2, which adds a variable about the social influence towards adoption, and UTAUT,
which reasons about the influence of performance expectancy. For the sake of our study, we
relied upon the original model, which is still the most commonly used and consistently proved
as effective. Additionally, the potential role of social influence has been captured by the inclu-
sion in our model of organizational factors.
In this study we decided to include in our explanatory framework only the variable “per-
ceived usefulness” because from preliminary interviews and past experiences we know that all
physicians and nurses included in this Hospital use smartphones and WhatsApp daily, so we
excluded any problems related to the digital divide. Moreover, such digital literacy in the use
of WhatsApp has been confirmed by the study.
Institutional Theory. Institutional Theory refers to a stream of organizational research
that recognizes the significant organizational effects that are associated with an increase in
Fig 1. Theoretical framework.
https://doi.org/10.1371/journal.pone.0209873.g001
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cultural and social forces. According to Scott [30–32], “Institutions are made up of cultural-
cognitive, normative and regulative elements, which together with associated activities and
resources offer stability and meaning to social life.” These three forces are present in totally
developed institutional systems, with economists and political scientists placing emphasis on
regulative, sociological and normative factors, and anthropologists and organizational theo-
rists placing emphasis on cognitive-cultural factors. According to this perspective, individuals
are embedded in institutional pillars that limit the scope of their rational assessment, and
direct the engagement of specific behaviors [30–32]. Scott [30–32] defines the three “institu-
tional pillars” as follows:
• Regulative pillar: which regards the existence of regulations, rules and processes whose
breach is monitored and sanctioned;
• Normative pillar: which introduces a social dimension of appropriate behaviors in the
organization;
• Cultural pillar: which emphasizes the use of common schemas, frames, and other shared
symbolic representations that create an attachment to the ‘appropriate’ behavior.
In this study we decided to include in our explanatory framework only the regulative and
normative pillars, since, being a single center study, we were not able to appreciate significant
differences in the cultural pillar. Further multicenter studies should add this additional organi-
zational explanatory variable.
Theoretical framework
Consistent with the research questions and taking inspiration from the theories described
above, a theoretical framework has been defined, in which it is assumed that individual and
organizational determinants are combined together to explain the use of WhatsApp between
healthcare professionals and with patients in a hospital setting. Coherently with past research
on user acceptance models [33,34], we added some control variables that are considered able
to affect the results; they are: risk perception, age, seniority, clinical specialties and profession.
(Fig 1)
According to the research questions and the theoretical model the following research
hypotheses (H) were stated: H1: Perceived usefulness directly affect the use of WhatsApp; H2a:
Normative factors directly affect the use of WhatsApp; H2b: Regulative factors directly affect
the use of WhatsApp; H3a: Normative factors directly affect the perceived usefulness of What-
sApp; H3b: Regulative factors directly affect the perceived usefulness of WhatsApp; H4: Con-
trol variables (risk perception, age, seniority, clinical specialties and different professions)
affect the use of WhatsApp. Hypotheses 3a and 3b are the most relevant to the study, since
they explore if and how the individual and organizational variables interact and which of these
variables are dominant. All hypotheses regarding the use of WhatsApp with patients and col-
leagues were tested to assess whether or not the interplay between variables is the same.
Materials and methods
Setting and research methodology
A survey was designed and administered in an Italian University Hospital, in Rome. The unit
of analysis is the group of healthcare professionals (both nurses and physicians) of the Hospi-
tal. The questionnaire (S1 Table) was designed based on the scales identified in the literature
and reviewed in detail by the group of researchers. Moreover, a pilot test of the questionnaire
was carried out before the survey. The questionnaire consists of three main sections: the use of
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WhatsApp; scales and constructs of the proposed model; control variables and characteristics
of the respondents. The use of WhatsApp was evaluated through the following macro-con-
structs, including 30 items: personal use of WhatsApp in daily life, use of WhatsApp with
patients, and use of WhatsApp with other healthcare professionals [1,35]. Individual variables
were evaluated by 15 items, in particular, the scale for the measurement of perceived usefulness
was adapted from the studies by Venkatesh [36–39]. Organizational variables were explored
through 11 items related to regulative and normative factors. The scale for the measurement of
regulative and normative factors has been adapted from the study by Scott [40]. The survey
items are listed in the questionnaire (S1 Table). Moreover, the risk perception related to the
use of WhatsApp in a hospital setting was explored by 12 items. Additional questions have
been designed to gather demographic and sample information. All of the questionnaire items
were explored using a 7-point Likert scale, with 1 indicating “totally disagree” and 7 “totally
agree”, or a 5-point Likert-like scale with 1 indicating “never” and 5 “always”. The completion
rate was assessed weekly. The first re-call was made one week after the expiration date for com-
pilation. Two or three days after the first follow-up, the second recall was sent, and two or
three days after the second follow-up, the third recall was sent.
Statistical analysis
Statistical analysis was performed using the software Stata 14.1. The internal consistency of the
constructs was verified through the Cronbach’s Alpha. The correlation between professional
role (doctors vs. nurses) as well as the answers provided for each item were analyzed through
the Fisher’s test. A p-value of<0.05 was considered significant. Moreover, a path analysis was
performed in order to test the proposed model.
Results
All questionnaires were completed in the period between February and September 2017, and a
total of 191 responses (125 nurses and 66 physicians) were received (30.3%). Three follow-ups
were sent to nurses and three to physicians (Table 1). The characteristics of respondents are
described in Table 1.
Table 1. Characteristics of respondents.
Frequency Percentage
Gender Male 63 33
Female 128 67
Age 21–30 45 23.6
31–40 81 42.4
41–50 43 22.5
> 50 22 11.5
Profession Physician 66 34.6
Nurse 125 65.4
Seniority (years of working experience) 0–10 101 52.9
11–20 59 30.9
21–30 19 9.9
31–40 10 5.2
> 40 2 1.0
https://doi.org/10.1371/journal.pone.0209873.t001
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WhatsApp usage
Data confirm the widespread use of WhatsApp by the doctors and nurses included in the
study, both in their personal life and in the workplace. WhatsApp usage in personal life is very
common; nurses and physicians use it in order to participate in group discussion, send private
messages to other people, send written messages or send images. Instead, the use of WhatsApp
to organise agendas with others, to send audio notes or to share moments of life with others is
less frequent (S2 Table). In the hospital setting, WhatsApp is used for different reasons,
between colleagues and with patients. Data show that a statistical correlation exists between
the use of WhatsApp in the clinical setting and the profession. In particular, physicians, more
than nurses, use WhatsApp to share scientific information (p = 0.038), manage and share
agendas (p = 0.001), communicate about clinical situations (p<0.0001), ask for information or
give directions (p = 0.042), send patient data in the form of images or videos (p = 0.042),
receive patient information from other hospitals (p = 0.001) (S3 Table). Some physicians
report that patients often ask them to use WhatsApp to facilitate communication, and send
images or videos to get an evaluation before a visit, or without having a scheduled visit. Nurses’
behaviors are very different: almost none of the interviewed nurses use WhatsApp to commu-
nicate with patients (p<0.0001), only a few nurses report that patients ask them to use this
App to facilitate communication (p<0.0001), and the number of nurses who suggest using
WhatsApp to patients is less than 5% (p<0.0001) (S4 Table). Respect to nurses, physicians use
WhatsApp more frequently in order to: organize the agenda with patients (p<0.0001); send to
patients results of diagnostic tests (p = 0.001); monitor chronic patients’ clinical conditions
(p<0.0001); to answer urgent questions of patients (p<0.0001). Many perceived benefits are
reported; in fact, data suggest that the use of WhatsApp: improve communication between
professionals and doctor-patient relationship; increase efficiency; can reduce the costs in the
Hospital; is time saving; improve the sharing of clinical and scientific knowledge; might
improve performances of research and teaching activities. At the same time, some respondents
suggest that the use of WhatsApp at work can reduce productivity (e.g. I am distracted by other
factors that do not concern my job), or can increase the workload (S5 and S6 Tables), and that it
could generate several risks for both healthcare professionals and patients. Respect to nurses,
physicians report more frequently that WhatsApp usage in the clinical setting is risky because
no guidelines or recommendations are available (p = 0.005), and because it can compromise
the patient-physician relationship (p<0.0001). Moreover, professionals agree with the assump-
tion that the transmission of sensitive patients’ data through WhatsApp should provide the
patient’s informed consent for data treatment (S7 and S8 Tables).
Testing the theoretical framework
Questionnaire’s constructs internal consistency. The internal consistency of the ques-
tionnaire’s constructs was verified through the Cronbach’s Alpha (Table 2). Values greater
than or equal to 0.7 were considered acceptable.
Table 2. Questionnaire’s constructs validity analysis.
Variable/Macro-item Cronbach’s Alpha
Use 0,92
Perceived Usefulness 0,81
Normative Factors 0,79
Regulative Factors 0,77
Perceived Risk 0,93
https://doi.org/10.1371/journal.pone.0209873.t002
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Determinants of current behaviors. Thanks to a Path Analysis performed within the
SEM builder environment, it was possible to verify the proposed model and evaluate the main
determinants (individual and organizational) of the use of WhatsApp by the doctors and
nurses included in the study. Results suggest that regulative factors do not have an impact on
the use of WhatsApp with patients or colleagues, while normative factors have a direct impact
on the perceived usefulness of WhatsApp. Moreover, perceived usefulness is directly related to
the use of WhatsApp with both patients and colleagues, and risk perception is negatively
related to the use of WhatsApp with colleagues. (Table 3, Figs 2 and 3)
The main results of the impact of individual and organizational determinants on WhatsApp
usage between colleagues and with patients are reported in Figs 2 and 3. In both cases, norma-
tive factors (e.g. colleagues’ behaviors and patients’ preference) directly influence the perceived
usefulness of WhatsApp, while individual factors (perceived usefulness) directly influence
WhatsApp usage.
Discussion
This study is the first to analyse the influence of individual and organizational determinants
on the use of WhatsApp in a hospital setting. The findings confirms that WhatsApp is increas-
ingly used in personal life and in the hospital environment by doctors and nurses in order to
communicate and share data between peers and patients [11,15]. Also, its usage is mainly due
to the perception of numerous advantages and benefits reported in clinical practice [6–16] and
particularly related to the perception of greater ease in communication and to a leaner man-
agement of some processes. However, healthcare professionals’ behaviors do not appear to be
uniform. In fact, compared to doctors, nurses rarely use WhatsApp in order to communicate
with patients or share clinical information between colleagues. On the other hand, the use of
WhatsApp is perceived to not be safe for both patients and professionals [8 16–21], and its
usage is inversely related to the perceived risk. At the same time, while nurses and physicians
consider WhatsApp not safe, they use it anyway in their clinical practice with both, colleagues
and patients. For this reason, we assume that the use of WhatsApp in a healthcare setting can
Table 3. Determinants of current behaviors.
Research Hypotheses Use of WhatsApp between
professionals
Use of WhatsApp
with patients
RH1: Perceived Usefulness directly affect the use of WhatsApp. Coeff = 0.27
p�� = 0.022
Coeff = 0.10
p�� = 0.022
RH2a: Normative factors directly affect the use of WhatsApp. p = 0.723 NS p = 0.25 NS
RH2b: Regulative factors directly affect the use of WhatsApp. p = 0.436 NS p = 0.582 NS
RH3a: Normative factors directly affect the perceived usefulness
of WhatsApp.
Coeff = 0.58
p��� = 0.00
Coeff = 0.58
p��� = 0.00
RH3b: Regulative factors directly affect the perceived usefulness
of WhatsApp.
p = 0.70 NS p = 0.68 NS
RH4: Risk perception affect the use of WhatsApp. p� = 0.095
Coeff. = -0.15
p = 0.884 NS
RH4: Other control variables (Age, seniority, clinical specialties
and different professions) affect the use of WhatsApp.
NS NS
NS = Not Significant,
�p value<0.1,
��p value<0.05,
���p value<0.005
https://doi.org/10.1371/journal.pone.0209873.t003
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be considered an extreme case of “back-door adoption”, which is the case for technologies that
are so easy to use that they are diffused without discussion or a prior policy definition, and
which are brought by healthcare professionals without any formal approval or assessment
from top managers about the opportunities and risks that these innovations might bring along
with them [41]. Furthermore, this phenomenon could be particularly dangerous because of its
speed and uncontrolled spread in a very peculiar and complex context, where even small pro-
cess variables can negatively and harmfully affect clinical risk for patients.
The findings show an interplay between organizational and individual factors in determin-
ing the use of WhatsApp in the healthcare context between healthcare professionals and with
patients. In particular, individual factors play a key role as determinants of the use of What-
sApp; healthcare professionals use this technology mainly based on its perceived usefulness.
Instead, organizational factors play a secondary role; they do not have a direct influence on the
use of WhatsApp, but always act through individual factors. Between organizational factors,
the regulative ones (e.g. rules imposed by management) have no influence on the use of
Fig 2. Determinants of current behaviors between professionals.
https://doi.org/10.1371/journal.pone.0209873.g002
Fig 3. Determinants of current behaviors with patients.
https://doi.org/10.1371/journal.pone.0209873.g003
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WhatsApp, while normative ones (e.g. the influence of colleagues or patients) have a positive
impact. From these first results emerges the importance of managers, researchers and policy
makers working to regulate a phenomenon that, while it is considered useful and effective, is
widespread without shared rules. The fact that the regulatory factors have no impact on the
use of WhatsApp is probably related to the lack of clear rules for professionals. Management
interventions must therefore be aimed at the regulation of its use, and focused on training and
information for doctors, nurses and patients with respect to the risks and benefits of this tool,
rather than the complete prohibition of the same, a strategy that would be useless and
counterproductive.
The results of the study are valid, with several limitations. First, it was a single center survey
conducted with a relatively small number of healthcare professionals, although they were rep-
resentative of all Hospital departments. The number of nurses who answered the questionnaire
was higher than the number of physicians, even though, despite the relatively small response
rate, the number of respondents was high. This was probably due to the size of the Hospital
and the accessibility to personal email of healthcare professionals.
Conclusion
This study furthers current knowledge about digital innovation implementation in a profes-
sional setting with a focus on “back door” adoption. In particular, by combining organizational
and individual factors in a coherent theoretical framework, the study showed connections of
different factors as well as their independent effect on the adoption of “employee driven” inno-
vation, and shed new light on factors that can help managers to oversee this phenomenon and
implement adequate strategies to exploit its potential increase at the same time as the level of
safety for the patients. It would be desirable to continue the study by involving a larger number
of hospitals to test the model and make the data more generalisable. From this study, some
possible future steps for practitioners and researchers in this area also emerge. First, it is
important to define some guidelines for WhatsApp usage in the healthcare setting. Another
important point would be verifying the level of evidence of recommendation for the use of
WhatsApp with patients in specific clinical settings and the outcomes on patient care and Key
Performance Indicators that are directly related to the use of WhatsApp. In fact, despite the
numerous perceived benefits, only a few studies are available about the level of evidence of rec-
ommendations regarding the use of WhatsApp in clinical and care settings. This aspect is par-
ticularly interesting especially in the medical setting, showing why it is so important to work
based on scientific evidence and recommendations.
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